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Today, microgrids are developing in new power grid structures. Due to need to produce clean energy from local generations 
such as PV and reducing pollution from generations based on fossil fuels, the use of renewable generations has 
increased. On the other hand, energy storage systems (ESS) along with these resources can modify their alternating 
nature and normalize the generation curve of resources by charging and discharging. In addition to this advantage, ESSs 
also play an important role in proper microgrid control. With the development of hierarchical control systems in 
microgrids, deployment of communications infrastructures has also expanded. Vulnerability of cyber-physical systems 
to the faults and cyber-attacks is one of the challenges in this field. For this reason, designing and applying resilient 
control for microgrids seems necessary and important. This PhD project aims to bridge the aforementioned gaps through 
resilient control of distributed generation (DG) resources and energy storage system (batteries) in microgrids which 
includes a new method for controlling SOC of batteries and secondary resilient control of the microgrid. Also, cyber-
attacks will be detected and isolated through the suggested method.
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